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DISCUSS
emerging trends in information access, security, and privacy 
compliance

SESSION OBJECTIVES

SHARE
eight steps to implementing an effective information access, 
security, and privacy compliance program.

QUESTIONS please, ask away!
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Four secular trends are bringing 

information compliance to the forefront 

of municipal risk discussions. 
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#1 MORE DATA IS MOVING ONLINE

Digital transformation initiatives are creating a surge in personal and sensitive 
information hosted internally and with cloud providers. 
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MFIPPA 2023 
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• Designate Privacy Officer 
• Privacy program required 
• New PIA obligations 
• Privacy by Design
• New consent rules 
• Adequacy principle for data sharing
• Significant fines (4%/$25M)

QUEBEC: BILL 64
ENACTED SEPTEMBER, 2021

#2 LEGISLATION IS CHANGING

• Critical infrastructure focused 
• Mandatory cybersecurity programs
• Implement defense technologies
• Supply chain risk management
• Incident records retention
• Significant fines 

FEDERAL LAW: BILL C-26
TABLED NOV, 2021

• Privacy program required 
• PIA obligations 
• Service provider compliance 
• Data protection obligations
• New breach reporting obligations
• Repeals in-Canada hosting
• Significant fines for individuals, 

service providers, and corporations

B.C.: BILL 22 (FIPPA)
ENACTED NOVEMBER, 2021

Modernized privacy legislation is being introduced at a country, province/state, and sector 
level across North America. 

• Privacy program required 
• Possible PIA obligations 
• Privacy by Design 
• New consent rules  
• New retention rules 
• Minors classified as sensitive data
• Service provider compliance 
• Significant fines (3-5%/$25M)

FEDERAL LAW: BILL C-27/CPPA*
PASSED SECOND READING   

*Digital Charter Implementation Act 2022 has been referred to the House of Commons Standing Committee on Industry and Technology. Bill C-27 would 

repeal PIPEDA and enact the Consumer Privacy Protection Law (CPPA), Data Protection Tribunal Act (DIPTA), and the Artificial Intelligence Data Act (AIDA).
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#3 CYBER ATTACKS ARE SURGING

As municipalities move data online, their attack surface expands, creating more potential 
entry points for cybercriminals. This has led to difficulties in securing cyber insurance.
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#4 MEDIA COVERAGE IS ON THE RISE

Articles related to data privacy, data breaches, and information access issues are 
surfacing in the media daily. 
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Eight best practices for municipalities to 

bolster their privacy and information 

access programs.
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Rome Wasn’t 
Built in a Day!
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#1 ESTABLISH PRIVACY MISSION AND PRINCIPLES

Privacy Program Guiding Principles 
(A set of fundamental beliefs, values, or rules that you will use to guide decision making 

for your privacy program)

Privacy Legislation and Municipality’s Policy Requirements

Municipality Vision 
"Our Vision is that the Township of Anywhere...”

Governance Responsible Proactive Transparent

Municipality Privacy Mission
(A simple and clear statement that reflects what you do every day)

Privacy Program Pillars (Capabilities)
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PRIVACY MISSION STATEMENT EXAMPLES

At Manulife, our Mission is to make decisions easier and our customers' lives better. We are 
putting our customers first and leveraging technology to deliver on this promise. This 
includes protecting information in our care, including what we collect through digital 
channels like our Websites and Apps. 

At Microsoft, our mission is to empower every person and every organization on the planet 
to achieve more<...>This starts with making sure you get meaningful choices about how and 
why data is collected and used and ensuring that you have the information you need to 
make the choices that are right for you across our products and services. We are working to 
earn your trust every day by focusing on six key privacy principles.
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THE IMPORTANCE OF PRIVACY PROGRAM 
GUIDING PRINCIPLES

• Defines a set of fundamental beliefs, values, or rules you will use to guide decision-making for 

your municipality’s Privacy Program.

• It distills the mandate (what to do) into statements of action and is directed at 
the stakeholders impacted by it.

• This differs from PIPEDA's 10 Fair Information Principles, which are rooted in 
legislation. 
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PRIVACY GUIDING PRINCIPLES EXAMPLES

Sunlife CRA 
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LEGISLATION & 
REGULATIONS

FRAMEWORKS

THE PRIVACY ACT
PIPEDA 
(excl. BC/AB/QU)

#2 ADOPT A PRIVACY FRAMEWORK

FIPPA MFIPPA 

AICPA CICA PRIVACY FRAMEWORK

ISO/IEC 27701
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NIST PRIVACY FRAMEWORK



AD HOC 

REPEATABLE

0%

DEFINED  

MANAGED

OPTIMIZED 

25%

50%

75%

100%

Procedures or processes are informal, incomplete, and inconsistently 
applied.

Procedures or processes exist; however, they are not fully documented 
and do not cover all relevant aspects.

Procedures and processes are fully documented and implemented and 
cover all relevant aspects.

Reviews are conducted to assess the effectiveness of controls in place. 

Regular reviews and feedback are used to ensure continuous 
improvement towards optimization of the given processes.  

*Based on the AICPA/CICA Privacy Maturity Model (PMM).

#3 CONDUCT AN INTERNAL PRIVACY AUDIT 

Jointly developed by the American Institute of Certified Public Accountants (AICPA) and the Canadian 

Institute of Chartered Accountants (CICA), the AICPA CICA framework helps organizations strengthen their 

privacy policies, procedures and practices.  It is based on Generally Accepted Privacy Principles (GAPP).



GAP CRITERA DESCRIPTION AD HOC REPEATABLE DEFINED MANAGED OPTIMIZED

Personal 
Information and 
Identification 
Classification 
(1.2.3)

The types of 

personal 

information and 

sensitive personal 

information and the 

related processes, 

systems, and third 

parties involved in 

the handling of such 

information are 

identified . Such 

information is 

covered by the 

entity’s privacy and 

related security 

policies and 

procedure.

The identification of 

personal information 

is irregular, 

incomplete, 

inconsistent, and 

potentially out of date. 

Personal information 

is not adequately 

addressed in the 

entity’s privacy and 

related security 

policies and 

procedures. Personal 

information may not 

be differentiated from 

other information.

All personal 

information 

collected, used, 

stored and 

disclosed within 

the entity has 

been classified 

and risk rated.

All personal 

information is 

covered by the 

entity’s privacy and 

related security 

policies and 

procedures. 

Procedures exist to 

monitor 

compliance. 

Personal 

information 

records are 

reviewed to ensure 

appropriate 

classification.

All personal 

information is 

covered by the 

entity’s privacy and 

related security 

policies and 

procedures. 

Procedures exist to 

monitor 

compliance.

Management main- tains 

a record of all instances 

and uses of personal 

information. In addition, 

processes are in place to 

ensure changes to 

business processes and 

procedures and any 

supporting 

computerized systems, 

where personal 

information is involved, 

result in an updating of 

personal information 

records. Personal 

information records are 

reviewed to ensure 

appropriate 

classification.

AICPA CICA PRIVACY FRAMEWORK
Jointly developed by the American Institute of Certified Public Accountants (AICPA) and the Canadian Institute of 
Chartered Accountants (CICA), the AICPA CICA framework helps organizations develop and implement privacy programs.



"Security is the foundation of privacy - because 
there is no privacy in a world where your private 

data can be stolen with impunity."
TIM COOK, CEO OF APPLE
IAPP GLOBAL PRIVACY SUMMIT, APRIL 12th, 2022
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Privacy compliance and cybersecurity have become increasingly interdependent, driven 
by emerging privacy regulations and controls frameworks.

Cybesecurity 

Risks

associated with 

incidents arising 

out of loss of 

confidentiality, 

integrity, or 

availablility 

Cybersecurity-

related

Privacy Events

Privacy

 Risks

associated with 

privacy events 

arising from data 

processing
Clerks | Deputy Clerks | 

Privacy Managers

CTOs | CIOs | 

Cybersecurity Managers
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Can you think of any examples where your 

municipality's Privacy and IT teams are 

interdependent?
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#4 DEFINE ROLES AND RESPONSIBILITES (RASCI)

Privacy 

Champion

MFIPPA

"head"

FOI

Lead 

Records

Management

PIA

Lead

Information

Technology

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•
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Ensure that privacy and data protection roles and responsibilities are clearly defined and 
understood across the organization.

Responsible

Accountable

Consulted

Supporting 

R

A

S

C

Informed I



DELIVERABLE CLERK DEPUTY CLERK RECORDS MGR IT MANAGER DB MANAGER

Maintain a record 
of all personal and 
sensitive 
information in the 
municipality’s 
custody and 
control. 

RASCI - PI CLASSIFICATION
Consider utilizing a privacy framework to help create a RASCI for your municipality’s privacy program.

AccountableInformed Responsible SupportingConsulted



#4 MAP AND CLASSIFY DATA 

A Personal Information Bank ("PIB") is a collection of personal information ("PI") that is 
organized and capable of being retrieved using an individual's name or identifying number or 
other particular assigned to the individual. 

MFIPPA Requirements for PIB Index Management: 
• Name, location
• Data sensitivity category
• Legal authority
• Types of data
• How the data is used
• Who the data is shared with( i.e. Cloud Providers)
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PERSONAL INFORMATION 
Includes "recorded information about identifiable individual", including: 

Name 

Physical Address 

Telephone Number

Email Address

IP Address

Age

Sex 

Race

National Origin

Ethnic Origin 

Religion 

Marital Status

Family Status 

Sexual Orientation

Medical Information

Biometrics

Employment History 

Financial Transactions

Criminal Records

Personal Opinions 

Private Correspondence
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Sensitive information requires a higher duty of 
care. Examples include: 

• Personal Health Information (PHI) 
• Banking and Credit Card Data
• Ethnic and Racial Origins 
• Political Opinions 
• Genetic and Biometric Data
• Sexual Orientation
• Religious or Philosophical Beliefs 
• Tabled: Information Related to Minors
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#5 ASSESS AND MONITOR YOUR SUPPLIERS

Workflow

Software

Website

Apps

HR

Systems

Billing

Solutions

e-Commerce

Apps

Scheduling

Apps

Supply chain risks are introducing new privacy and data protection challenges for 
municipalities.  Consider the applicable legislation when moving personal or sensitive 
information to the cloud. 
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Organizations scrambled when trying to determine the risk associated with the Log4J 
vulnerability; the FTC threatened legal action for non-remediation. 

SBOM: WHY IT MATTERS
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#6 CONDUCT PRIVACY IMPACT ASSESSMENTS 

1

2

3

4

5

6

CONDUCT PRELIMINARY ANALYSIS 

ASSEMBLE PIA TEAM

DATA INVENTORY AND MAPPING

ESTABLISH LEGAL AUTHORITY

CONDUCT PRIVACY ANALYSIS

PREPARE PIA REPORT
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7 MONITOR COMPLIANCE & CHANGES



Over 100 Ontario local government entities recently participated a research study 
conducted by Vayle; the majority cited lack of resources to address increasing FOI 
volumes.

FOI PROGRAM CHALLENGES

FOI REQUESTS UP

BUDGETS FLAT 

TOP CHALLENGES

LACKING TOOLS
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#7 AUTOMATE COMPLIANCE PROCESSES 

Organizations that embrace technology to automate their information compliance 
programs can save time, reduce costs, and mitigate risks. AI will be a critical enabler. 

Information compliance automation opportunities: 

• Data mapping and classification 
• Vendor questionnaires and tracking 
• Online training, testing and simulations 
• FOI request management 
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#8 CREATE AN INTEGRATED TRAINING APPROACH

Cyber Security Privacy and FOI
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Cybersecurity and privacy compliance training is most effective when provided in an 
integrated curriculum and medium.



Check out our latest op-eds and Blogs at www.vayle.io
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http://www.vayle.io


THANK YOU!
shaun.mciver@vayle.io
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