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There has been an increasing amount of research into cyber
vulnerabi l it ies and potential  r isks ,  but l i tt le has been studied
in the Canadian municipal  context to encourage investment

in cyber resi l iency

UNDERSTANDING
CYBER SECURITY  

The core function of cyber security is to protect
devices and technology we use and the services
we access onl ine from theft ,  damage  and
unauthorized access to personal  information 



 
COMMON ATTACK

VECTORS: 

MISCONFIGURATION 1 .

EMAIL LINKS 2.

KNOWN VULNERABILITIES3.

AVERAGE RANSOM PAID

140K 
(ONLY 16% OF TOTAL RECOVERY)

 

LOW BARRIER
TO HIGH
REWARD

1 .DATA BREACHING

2. RANSOMWARE

UNDERSTANDING 
THE HACKER 



FAILURE TO
REPORT

THE REALITY OF RANSOMWARE
ATTACKS 

NEVER TOO
SMALL 

CONTINUOUSLY
EVOLVING 

Concerns about bad publ icity and
loss of reputation,  or to avoid
scrutiny into how it  handled a

ransomware attack
Not ful ly understanding the extent

of the breach and the impact

Smal ler organizations are far from immune.
The average number of ransomware
incidents for smal l  organizations is

peri lously close to the national  average

Ransomware malware is
becoming more advanced,

distr ibution is becoming more
targeted,  and tactics are

continuously evolving to extort
the greatest ransom from

victims



TO PAY OR
 NOT TO PAY
To explore the decision made by municipal it ies
during a ransomware attack and extract lessons
from it   



METHODOLOGY

DETAILS OF  THE
ATTACK

WHO? 
WHAT? 

WHERE? 
TIMELINE?

DID THEY PAY?

PRECAUTIONS
TAKEN

INSURANCE?
DIGITAL STRATEGY? 

BUDGET?
TRAINING?

IMPACTS 

COST?
SERVICES EFFECTED? 

REPUTATION?





Barriers

CONCLUSION: DON’T
PAY!

Lack of funding
Insuff icient number of staff  
Inadequate training
Lack of end user accountabi l ity 
Inadequate cyber awareness
Needed enforcement of cyber pol it ics and support from
counci l
Too many IT systems
Lack of support from department managers



RECOMMENDATIONS

Ensuring a communication
plan is in place & legal ,  audit

and insurance
considerations 

Routine Risk Assessments
Business Back-Up Planning

Incident Reporting 
Procurement of
Cryptocurrency 

Mandatory Training
Protocols 

Up-To-Date Systems 
Mult i-Factor Authentication

  

COMMUNICATION PLANNING & POLICY TRAINING



I will now take any questions about
myself, the MPA program, or the
work presented today. 

THANK'S FOR
LISTENING 


